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An Explorative Study on North Korea's

Cyber Influence Operations

. Election Interference and Societal Disruption in
South Korea

| Eunyoung Kim Catholic Kwandong University

| Abstract

Cyber warfare and psychological operations (PsyOps) conducted in cyberspace
have emerged as significant asymmetric capabilities wielded by North Korea
against South Korea. Research on North Korea's cyber capabilities is undertaken
on various fronts, both domestically and by major foreign nations directly impacted
by North Korean cyber attacks. However, in contrast to the extensive research on
influence operations by Russia and China in recent years, comprehensive studies
on North Korea's cyber influence operations remain relatively limited. Moreover,
substantial evidence suggests that North Korea utilizes disinformation dissemination
and information manipulation through social media during South Korean election
periods to shape political landscapes in alignment with its objectives. Recognizing
these activities as deliberate efforts by North Korea to leverage cyberspace for
legitimate actions, mimicking open and free opinion formation to influence and
access the public domain, emphasizes the need for active research and attention
to North Korea's cyber psychological warfare and influence campaigns.

To address this research gap, this study aims to analyze North Korea's cyber
influence operations by examining their purposes, strategies, tactics, and instances
of manipulating South Korean public opinion and intervening in elections using
false information and fake news. The analysis draws on diverse literature sources
through document analysis. The conclusions and discussions section of the study
provides insights into the findings, discussions, and policy recommendations
stemming from this research.

| Keyword  North Korea, Cyber Influence Operations, cyber Psychological
Warfare, Election Interference, Disinformation Dissemination,

Information Manipulation.

206



